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Al —Taespite a zrewinz wdy of wark an leakage-ahase
Atacks kor mcrypled dalabases, sILAcKs o8 practical reipesse-
Mising conetrucchons are vel £ appearn. Response hiding constroe
tions are superionr in chat dhey meldlify accesspatiers desed aacks
by revedogy cody the sewch telken and dhe resall e of zach
query. Respansediding schemes are valnershbiles 1 exkiring voham:
attacks, whics are, Bowover, based oa strong assumplioos suck as
the aniform query mowrplion or Lhe deese daalase assumgtica.
Mes cruciully, U atachs sab apaly 1o schore et el be
deplayeed ln practios [anes wits pradeatie sorgy and Forraced

whiie practical response shewes [Demertzis of
al [SICMOD'1€) and Faber cf ul C5'15]) have lincar
stow age end less leekage. Due (¢ these s icomings, (he value of
eainiing rolunee albuks on reyrese-hidiey scheses i e,

I'm il wark, we close the aferemencered pap by Iramdiciag
3 pasametrized leakago-sbeie attack tha! appliss o prachical
respouse-halag strwcsred encryption szacmes, Tae as of non-
paamietric estimation makes our attech agreshc Lo
beh the daz and the quary disirdbathm. At the viry core
o1 our technigque Nes the newly detied comcept of & connfing
Junction with respect b o sange scfeme. We progese o two-
phas framewock to npprodxate the counting furction for anr
ramey sbeme, By simply awilcaing eee countimg Fanclin fn
amober, Lo the soculled “p o of nwr | [TIFT T RS 0
an adversary can atiack diffecen! enerypied runge scherss.
We a comtruined optivization formuletion for the

algorithm that is on the counting functions, Yo
demnusdiale U ofadivenoo of our beslapeasduse wliah on
niwt e and realurordd dva pnder varians Sonaris

I INTRO™SM CTION

The notion of secrcheble emenprion, inacduced by Soog-
Wagaer-Pemig in 17| oo cyplopgngla: sderes in
which & clicnl scrypls o priviey-scrmtive data cod kction and
oulscmrces Lus resulting ercrypted dalabase to a server that
efficiznly imswers search gaeries aithout ever decrypiing the
databesc. Since thea, there has beca a surge of rescarca on s
subect akiresiiag seues such se iaproved celintions Y|,
dynam'c eonsmcions [24) [3§]  “orwand srd nackward
privacy 41, 151, [71, [ 14, and locekty of encrypecd ~cconds (3],
[1:], [14). For ar overview of the ases, s2¢ the suney by
Fulks er! (17) Inthis wa b, ac we inleiestesl @ the gencod
deinitices] framework called Smuactuned Ercrpdon (STE)
mirodoced by Chase aad Karara |¥ aec, more specifically,
schemes thal sppxat encryprex range gqaeries [S). [13), [15]

To balerce sfficicncy and peivecy, STE schemss reveal soos:
micrmation about the quary and (s corespoading sespoase.
Tas nfamaice is cal'ed leakagze mgile These schanes
cryprogrphically zusrantec that nechirg meec s rovcaled
beyond what the 33 gner allowed via ke kakige profie.

Several works smilyze ww an scdvenary min reoosinict the
plainicat dara from thas observed leakage Descd on the specific
information revealed to the adversicy Alea A rospoes is
wiamal o« ibdalue peery. dmer vsie ypes o7 keeloge
have beea iavestipned: vohwur'nic feabape reveass the sie
(rumber ol yecorcs) of the response; accers-pelesn Wwchoge
rewesls idendiiers (ypically zipheneQ) unguely sseaciaed
with the recoed: of the resaonse; and seanch-punzm kckoge
reveals an xiertiher (typacally oatpat by 2 keyec perudo-random
funciinn) caled seasch token, uniqazly assoctesd wity 1he
query. Conmespondicgly, there arc threo main catcgerics of
ledaige-atnse atacke: L3050 boead solely oa access pallern
Tk (see, =y, [15] 7€), [T (0] Cxne e on boh
weccss- and search-patien baakngs fec, &g 1251, 1551\ and

these dased on volumetne leakage (see, €3, 20|, |I1], |20].

Recertly proposed requansedidiaz sehemwes (2], (23, 24)
nllify all the access-paitzm based arachs by procomputing
respomees 1o a sel of canonical Ceeces and creaing @ frech
copy af an encrypied recond or every prenompeest respoase
that scturas v, The set of cononcal gasics 3 seloctad st setup
e 1a such 2 way thit for any query g, byere exists 3 canceasal
query ¢’ sech tae the sesqerse 10 g is 1 wabwet of the responee
1 7. In ¢ rspoass-hiding schene, ¢ adversary can not infer
whether twe ditersa. raoonsss hive cverlapping recoeds, thus
nuking reconstrucine handes. Therefore, the naly hope for be
adversary oo reconstrct the ozintext data of a respersc-mding
sckeme is 10 rey on volerewric leakage, Howwver, 2ves though
the minanal adene-lasexl ks [20] [21] [26] shed Bpi
on how Lo explei: velame wader specific seups, unfortarataly

il of them hine aigmubcant lamutalicas which we detar bebwr.

A Lirdwtons of Keonn Vileneiric Ainaxis

Limitatien 1@ Unsorm Queries. 1he st valume-based
amack wars preseniec by Kellars-Kolios-Nissim ' Nezl [26)
and it assumes that the cacrypie cucnics arc issucd sniformly
30 randam A eationed in prevous works, the weferoury
evornmyaion iv anrvalivae since @ icglies el G prolalsbiny

that the client quesies the eotre Joman of the detaboss 15 he

$2ra> 35 the peohebility thet the most populae mooed is oaeried.

Limitton II: Dense Datubuses. The aork by Taubbs
<t al [20] is mot based on #¢ waformity csuraptica bat
1l assumes that ®e datnbase 1 s e, there 13 at leas!

une recon! Cx every pessiblz value of taz olainext domair.

Thas deasity asneiphicr <aa only capturc haasily populated
dambases witk srsall doaine, Also, 2/ea in the small domain
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ATTACKS ON PRACTICAL CONSTRUCTIONS
ONLY A SUBSET OF RANGE QUERIES

QUADRATIC SCHEME

@ AL PREVIOUS ATTACKS FOCUS ON THE QUADRATIC SCHEME

@ REVEALS O(n?) VOLUMES (MORE LEAKY)

@ - ORES O(n?) RESPONSES (MORE STORAGE)




ATTACKS ON PRACTICAL CONSTRUCTIONS
ONLY A SUBSET OF RANGE QUERIES

BINARY SCHEME

@ \TRODUCED BY FABER ET AL (ESORICS'15)
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Al —Taespite a zrewinz wdy of wark an leakage-ahase
Atacks kor mcrypled dalabases, sILAcKs o8 practical reipesse-
Mising conetrucchons are vel £ appearn. Response hiding constroe
tions are superionr in chat dhey meldlify accesspatiers desed aacks
by revedogy cody the sewch telken and dhe resall e of zach
query. Respansediding schemes are valnershbiles 1 exkiring voham:
attacks, whics are, Bowover, based oa strong assumplioos suck as
the aniform query mowrplion or Lhe deese daalase assumgtica.
Mes cruciully, U atachs sab apaly 1o schore et el be
deplayeed ln practios [anes wits pradeatie sorgy and Forraced

whiie practical response shewes [Demertzis of
al [SICMOD'1€) and Faber cf ul C5'15]) have lincar
stow age end less leekage. Due (¢ these s icomings, (he value of
eainiing rolunee albuks on reyrese-hidiey scheses i e,

I'm il wark, we close the aferemencered pap by Iramdiciag
3 pasametrized leakago-sbeie attack tha! appliss o prachical
respouse-halag strwcsred encryption szacmes, Tae as of non-
paamietric estimation makes our attech agreshc Lo
beh the daz and the quary disirdbathm. At the viry core
o1 our technigque Nes the newly detied comcept of & connfing
Junction with respect b o sange scfeme. We progese o two-
phas framewock to npprodxate the counting furction for anr
ramey sbeme, By simply awilcaing eee countimg Fanclin fn
amober, Lo the soculled “p o of nwr | [TIFT T RS 0
an adversary can atiack diffecen! enerypied runge scherss.
We a comtruined optivization formuletion for the

algorithm that is on the counting functions, Yo
demnusdiale U ofadivenoo of our beslapeasduse wliah on
niwt e and realurordd dva pnder varians Sonaris

I INTRO™SM CTION

The notion of secrcheble emenprion, inacduced by Soog-
Wagaer-Pemig in 17| oo cyplopgngla: sderes in
which & clicnl scrypls o priviey-scrmtive data cod kction and
oulscmrces Lus resulting ercrypted dalabase to a server that
efficiznly imswers search gaeries aithout ever decrypiing the
databesc. Since thea, there has beca a surge of rescarca on s
subect akiresiiag seues such se iaproved celintions Y|,
dynam'c eonsmcions [24) [3§]  “orwand srd nackward
privacy 41, 151, [71, [ 14, and locekty of encrypecd ~cconds (3],
[1:], [14). For ar overview of the ases, s2¢ the suney by
Fulks er! (17) Inthis wa b, ac we inleiestesl @ the gencod
deinitices] framework called Smuactuned Ercrpdon (STE)
mirodoced by Chase aad Karara |¥ aec, more specifically,
schemes thal sppxat encryprex range gqaeries [S). [13), [15]

To balerce sfficicncy and peivecy, STE schemss reveal soos:
micrmation about the quary and (s corespoading sespoase.
Tas nfamaice is cal'ed leakagze mgile These schanes
cryprogrphically zusrantec that nechirg meec s rovcaled
beyond what the 33 gner allowed via ke kakige profie.

Several works smilyze ww an scdvenary min reoosinict the
plainicat dara from thas observed leakage Descd on the specific
information revealed to the adversicy Alea A rospoes is
wiamal o« ibdalue peery. dmer vsie ypes o7 keeloge
have beea iavestipned: vohwur'nic feabape reveass the sie
(rumber ol yecorcs) of the response; accers-pelesn Wwchoge
rewesls idendiiers (ypically zipheneQ) unguely sseaciaed
with the recoed: of the resaonse; and seanch-punzm kckoge
reveals an xiertiher (typacally oatpat by 2 keyec perudo-random
funciinn) caled seasch token, uniqazly assoctesd wity 1he
query. Conmespondicgly, there arc threo main catcgerics of
ledaige-atnse atacke: L3050 boead solely oa access pallern
Tk (see, =y, [15] 7€), [T (0] Cxne e on boh
weccss- and search-patien baakngs fec, &g 1251, 1551\ and

these dased on volumetne leakage (see, €3, 20|, |I1], |20].

Recertly proposed requansedidiaz sehemwes (2], (23, 24)
nllify all the access-paitzm based arachs by procomputing
respomees 1o a sel of canonical Ceeces and creaing @ frech
copy af an encrypied recond or every prenompeest respoase
that scturas v, The set of cononcal gasics 3 seloctad st setup
e 1a such 2 way thit for any query g, byere exists 3 canceasal
query ¢’ sech tae the sesqerse 10 g is 1 wabwet of the responee
1 7. In ¢ rspoass-hiding schene, ¢ adversary can not infer
whether twe ditersa. raoonsss hive cverlapping recoeds, thus
nuking reconstrucine handes. Therefore, the naly hope for be
adversary oo reconstrct the ozintext data of a respersc-mding
sckeme is 10 rey on volerewric leakage, Howwver, 2ves though
the minanal adene-lasexl ks [20] [21] [26] shed Bpi
on how Lo explei: velame wader specific seups, unfortarataly

il of them hine aigmubcant lamutalicas which we detar bebwr.

A Lirdwtons of Keonn Vileneiric Ainaxis

Limitatien 1@ Unsorm Queries. 1he st valume-based
amack wars preseniec by Kellars-Kolios-Nissim ' Nezl [26)
and it assumes that the cacrypie cucnics arc issucd sniformly
30 randam A eationed in prevous works, the weferoury
evornmyaion iv anrvalivae since @ icglies el G prolalsbiny

that the client quesies the eotre Joman of the detaboss 15 he

$2ra> 35 the peohebility thet the most populae mooed is oaeried.

Limitton II: Dense Datubuses. The aork by Taubbs
<t al [20] is mot based on #¢ waformity csuraptica bat
1l assumes that ®e datnbase 1 s e, there 13 at leas!

une recon! Cx every pessiblz value of taz olainext domair.

Thas deasity asneiphicr <aa only capturc haasily populated
dambases witk srsall doaine, Also, 2/ea in the small domain
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Ol

EXPERIMENTS
HOSPITAL DATABASE

Attribute AGE Attribute AGEDAY
Scheme Algo. 1 | Oracle Algo. 1 Oracle
Attack | Attack Attack Attack
BASE 2.8 28.0
5% ABT 2.1 12.4 28.5 43.1
BT 3.6 26.5
2 BASE 5.9 17.3
% 10% ABT 6.0 8.4 17.9 42.6
a BT 7.1 20.0
g BASE 7.9 48.4
= | 25% ABT 8.0 4.8 49.2 20.1
a BT 7.8 47.0
BASE 11.0 57.6
50% ABT 11.1 3.0 42.0 11.0
BT 11.2 57.7
TABLE III

PERFORMANCE OF OUR ATTACK FOR VARIOUS DATA DENSITIES ON
ATTRIBUTES FROM HOSPITAL DATA OF HCUP [1]. THE QUALITY IS
MEASURED AS THE MEAN ABSOLUTE ERROR (MAE PLAINTEXT).
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